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Tema na aHcepTaHHOHHHS TPYA: ,,YTpaBjieHHe HAa HHPOPMAIlTMOHHATA CUTYPHOCT U

KOH(bPIII@HHHaIIHOCTTa B 3JIpaBHHUTEC 3aBeJieHus"

I. O061mo npeacrapsine Ha AHCEPTAIIHOHHHS TPY/.

JluceprauoHHUAT Tpya Ha JoktopaHT Bnaaucnas BacuneB uscnensa ocrogrume
3aniaxu u npobaesu na ungopmayuonna cueyprocm na 3opasiume 3ageoenus 6 bvaeapus.
Pa3paboTkara nmpezacTaBisBa 3aBbpPLUEHO U 3aAbJIOOUEHO HAyuyHO H3cienBaHe ¢ obem 176
cmanoapmuu cmpan i, NOJKpeneHo ¢ rpadpuyeH, TabIM4YeH U eMIIHPUYEH MaTepUal.

Jlucepranusta v aBTopedepaTbT KbM Hesl C€ OTJIMYABAT C Oaancupana cmpykmypa,
ChCTaBeHa OT CHUCBHK Ha W3MOJI3BAHUTE CbKpallleHHs, YBOI, TpPH TIJaBH, 3aKJIIOUeHHe,
oubnuorpadus, crnpaBka 3a OCHOBHUTE IIpMHOCH Ha paspaboTkaTa, Aekyiapanus 3a
OPUIMHAIHOCT M JOCTOBEPHOCT Ha M3CJIEBAHETO M CIHUCHK Ha IyOJIMKalMHTE, CBbP3aHH C
JIUCEPTAIMOHHUS Tpyl. MaTepHanbT € HITIOCTpUpaH nocpeaAcTBoM 14 tabnuuum u 23 durypu.

3a pa3paboTBaHeTO Ha Temara [JOKTOPAaHTBT € MpOyuYWs 3HauuTelHa no obem

nureparypa ot 161 zaznasusn - 33 6barapeku U 128 yyxaecTpaHHH.

IL. Ilpenenka na ¢popmara H cbAbPKAHHETO HA AHCEPTANHOHHHA TPYA.

‘lemara Ha aucepranuara € akiyajHa W [peACTaBlsBa MHTEPEC OT Hay4yHa H
NpUIoXHA TJeAHa Touka. [sa ce o0yciaaBsd OT NOCTOSHHO HapacTBalIMTE pPHCKOBE 3a
MH(pOpMAallMOHHATAa CHIYPHOCT Ha 3[paBHHMTE 3aBEIE€HHS H HEMAJIKOTO PpPEruCTpUpaHH
MHIMACHTH MO 3J0BPEAHO YBpEeXJaHe M KOMIPOMETHMpAHE Ha JaHHHM 3a 3JpaBOC/IOBHOTO
CLCTOSHME Ha NAallMeHTUTE B TMOCJIEIHHUTE TOJMHHM. 3HAYMMOCTTA M XapaKTepbT Ha

npo6iaemuTe B u3bpaHaTa NpeaMeTHa obJ1acT NpOBOKKMPA aKTUBHATA HayuHa paboTa B OCOKa



TbPCEHE Ha NPABHJIHHU PELIEHHUS, TEXHOJOTUH W METOAOJIOTHH 3a 3alllMTa M YIpaBJICHHE Ha
CHUT'YPHOCTTA Ha HH(OPMAlMOHHHUTE CHCTEMH Ha 3/IpaBHUTE 3aBeJCHHUs. 3aTOBA CMsTaM, 4e
M300pbT Ha TeMara JiaBa IIMPOKO MOJIE 3a TBOpYECKA U3sBa U aHAJU3H.

Ot ronemusi 06eM H3NOI3BaHU JIMTEPATYPHHU H3TOYHUIM U U3JIOXKEHUETO B OCHOBHUS
TEKCT CE€ BHXJA, Y€ aBTOPHT MO3HABA CbBPEMEHHOTO CBLCTOSIHUE Ha IpoOJeMUTE Ha
MH(pOpMallMOHHATa CUTYPHOCT U KOH(UAEHIIMATHOCTTA Ha 3[PaBHUTE 3aBEICHHUS MO CBETA U
y Hac. Ha Ta3u ocHoBa To# NpaBUHO € AepUHHUpaln LelTa W 3aJa4yuTe B JIMCEPTAlHOHHUS
TpyA. llocnenoBaTenHo W apryMEHTHpaHO JIOKTOPAHTBT JoKa3Ba M OCHOBHAaTa CH
U3CIIEI0BATENICKA Te3a - Y€ ,,3dNAAXUME U USUCKBANUSAMA KoM UHPOpMAYUONIAMA CULYPHOCT
6 30pasnume 3a6e0ens, NOCMOINIO Ce YEeAUABAN, KOEMO USUCKEd MEPKU 3d nOOObPICAIIE
HAa G6UCOKO NUBO 1A CUCYPHOCM U 3duuma nd Odnnume u npedocmdssiiume Yciayeu u 3d
ocuzypseane 1d HenpeKvbCeaemMocm 1d npomudduume 6 msix npoyecu .

llpu pa3paboTBaHeTO Ha JucepTalldsTa € HU3MO0JA3BaH Ha0Op OT HayuyHO-
M3CNIE0BATENICKH NMOAXOAW W METOOU, KAaTO: CHCTEMHHUST MOIAXOJ, CPaBHHUTEJIHHSAT METOL,
METOJIMTE Ha aHalk3a U CHHTE3a, METOABT 32 apXHUTEKTYPHO-(DYHKIIHOHATHO MOJETHpaHe Ha
CHCTEMH, OLICHSIBAHE 4Ype3 OHJIAlH UHCTpYMeHTHU. /lokTopaHT BacuneB JeMOHCTpUpa yMEHHUS
3a CUCTEMaTU3UpaHe, aHaiu3dupaHe W oOoOlaBaHe Ha OrpoMeH Mo o00eM TeopeTHueH
MaTepHall U 3a NOAXOMSIIO NpeacTaBsHe Ha oOpabOTEHHW eMIUPUYHH JAHHU 3a LEJIUTE Ha
CBOETO H3chenBaHe. M3mosi3BaHUST B TpyJda CTUJ € HayyHO M3AbpXXaH M OTroBaps Ha
M3UCKBaHMTA 3a pa3paboTBaHE Ha TaKbB Hay4Y€H MaTepHall.

Jlucepranusita € B cTaHgapTeH oOeM, a H3MOJA3BaHUTE H3TOYHHIIM ca LIUTHUPAHH H
onucaHu KopekTHo. CTPYKTYPUpPAHETO U ChAbPXKAHUETO Ha H3CJEJBAHETO €A JIOIMYECKH
NpPaBUJHO TOCTPOCHH, METOAUYECKU HW3IbpXXKaHH M TNOJIKPENEHH Ype3 IPUJIaTaHETO Ha
NOAXOASLIH aHATUTHYHU UHCTPYMEHTH U W3pa3HU CPECTBa.

lIpennoxxeHusT 3a peleH3upaHe apTopedepaT HaNbIHO M TOYHO OTpassiBa
ChIbP)KAHUETO Ha camaTa JUcepTalus, OTroBapsi Ha U3UCKBaHHSTA 3a pa3pabOTBaHEe HA TaKbB

POJI HAYYHO M3CTI€ABAHE H CBHABPIKA BCHUKH U3HCKYEMH CIIEMCHTH.

I11. Hay4nn v nay4no-npHJ/o:Kind NpHHOCH HA IHCEPTANHOHIHS TPYA.

JlucepTallMOHHUAT TPYA Ha JOKTOpaHT BacuneB npurexaBa yOeaUTeNHH
JIoKazaTesicTBa 3a HAYYHO-NPHJIOXKHH pe3yJTaTH, INpPEACTaBEHH KaTro pEUICHHS 10
u3cineaBaHuTe npobneMu. OCHOBHHTE NPUHOCH Ha pasdpaboTkara Morar ja ce o4yeprasTt B
CJIEJIHUTE HACOKH:

IIvpso. OborarTsiBalie HAa CHIIECTBYBALIHTE 3HAHHSA 110 NPOOIEMHTE W TpPaBHO-
OpraHM3alMOHHUTE, TEXHOJOTMYHH W HKOHOMHYECKH aclekTH Ha uH(pOpMalMoHHara

CUT'YPHOCT B 3APAaBHUTEC 3aBECACHHA.



Bmopo. IlpoyuBane W aHajJH3 Ha TeKylUlOTO CbCTOSHWE Ha HHQOpMallMOHHATa
curypHoct Ha MBAJI B bbarapus v ouepraBaHe Ha MepCIIEKTUBUTE 3a HEHHOTO MOA00psIBaHe.
Tpemo. Ilpenjarane Ha KoHuenryajgeH Mojes 3a UHGOPMAMOHHA CUTYPHOCT Ha

Muoronpoduina 00JHHIIA 32 AKTHBHO JieYeHHE, ChoOpa3eH ¢ OBJIrapcKUTE YCIOBUSI.

IV. Bbnpocu Ho qucepraiiHoHHUS TPYA.

Ciyien BHUMATENIHO 3all03HaBaHE C JUCEPTAllMOHHHMSI TPYJl, BB3HUKBAT CJEJHUTE
BBIIPOCH U 3a0€NEXKKU:

1. B nutupanoro npoyusane Ha HIMMS ot 2020 r. (cTp. 56) 6baemure onacenus Ha
PECHOHJIEHTUTe OT paHCbMYEbp aTakd KbM 3/IpaBHUTE HH()OPMALMOHHU CHCTEMH ca
KJIaCHpaHU KaTo BTOpaTa 110 BaXHOCT 3ariaxa. CBU/IETENICTBO 3a BaXXHOCTTA HAa TO3U PHUCK ca
peavuara ciyyad Ha HapyluaBaHe (YHKIIMOHMDAHETO Ha HalWMOHaIHM W OosHnunu UT
cucteMu B Mpnannus, @panuus, ['epmanus, BeiukoOpuraHusi U JIp. CTpaHU B I1OCJEIHUTE
rogunu. ChlUECTBYBAT JIM MPOYUYBAHUS 3a ,lleHaTa* Ha MojJ00HO0 napajJlu3upaHe Ha MpEeXHTe
HA XXEPTBUTE U 3a [10JyHEHUTE OTKYITH 3a OTKJIIOYBAHE Ha JIOCTBIIA JI0 KOMIIPOMETHPAHUTE UM
JJaHHU?

2. Kak KoHIleNnTyajqHUsaT MoJieN 3a UH(pOopMaltMOHHA curypHoct Ha MbAJL, npemiaran
OT aBTOpa, I[OKpUBA IMOJIMTUKUTE, CTaHAApPTUTE M 1IPOLEAYPUTE 3a peryjdpaHe Ha
MH(OpMallMOHHATa CUTYPHOCT, ONIMcaHu B naparpag 2.1. Ha qucepranusita?

3. Kak Ou wusraexpan NpesIOKCHUST KOHIENTyalleH MoJel, cboOpa3eH CbC

cietupuUHUTE 0OCOOEHOCTH Ha JIpYT BUJL JieueOHO 3aBejieHUE?

V. O606mena omenkKa Ha AHCEPTAIIHOHHHS TPYA H 3aK/II04eHHeE.

[[pecTaBeHUAT AUCEPTALMOHEH TPYJ MMa 3aBbPLIEH BHA W CbAbPXKa IIPUHOCHTE,
OTpa3eHH B TPH HalpaBJICHUs HA HACTOSIOTO CTAaHOBHUILE. ABTOPBT 110Ka3Ba 110 Oe3CIopeH
HauWH, 4e MoXe aa (opMylupa HayuyHU UEJIH, Jla OCHIUECTBSBA HAay4YHU H3CIECABAHHS H
1103HaBa ChIECTBYBAllATa MpaKTUKa [0 JUCepTalluOHHUsI mnpobnem. PaspaboTkara vma
OPUTHHAJIEH XapaKTep M MpPe/CTaBlisiBa aKTyaJlHO HayYHO-IIPUJIOXKHO HU3CleBaHe B obacTra
1n1a HHpOpMalMOHHATA CUT'YPHOCT W KOH(HIEHIIMAJIHOCTTA Ha 3/IpaBHUTE 3aBEJIEHUS.

Ha ocHoBaHHWE roperoco4eHoTo, MPErnopbyBaM Ha HAYUYHOTO >KYPH Aa NPHCBLAH Ha
Bnanucnas Bnagumupos Bacusies oOpa3oBarennara M HayuHa creneH ,. JJoktop® 11o Hay4Hara

CIICIH{HAJTHOCT ,,“pI/l.IIO)KCHI/lC Ha U3YUCIIMTEIHATA TEXHHKA B HKOHOMHKATAa™.

Jlara: 11.06.2021 r. H3roTBui CTAaHOBUILIETO: .

(nmou. n-p Hatanust MapuHosa)
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Title of the doctoral thesis: Information Security and Confidentiality Management in

Iealthcare Facilities

I. General presentation of the dissertation.

The dissertation of PhD student Vladislav Vasilev explores the main threats and
problems of information security of health institutions in Bulgaria. The study is a complete
and in-depth scientific study with a volume of /76 standard pages, supported by graphic,
tabular and empirical material.

The dissertation and its executive summary are distinguished by a balanced structure
composed of a list of the abbreviations used, an introduction, three chapters, a conclusion, a
reference list, a reference to the main contributions of the study, a declaration of originality
and reliability of the study and a list of publications related to the dissertation work. The
material is illustrated by 14 tables and 23 figures.

For the development of the topic, the PhD student has studied a significant amount of

literature from 161 titles - 33 Bulgarian and 128 foreign.

I1. Assessment of the form and content of the dissertation.

The topic of the dissertation is relevant and of interest from a scientific and applied
point of view. It is driven by the ever-increasing risks to the information security of healthcare
facilities and the many recorded incidents of malicious harm and compromise of patient
health data in recent years. The importance and nature of the problems in the selected subject

area provokes active scientific work towards seeking the right solutions, technologies and



methodologies for protection and management of the security of the information systems of
healthcare facilities. Therefore, I believe that the choice of the topic gives a wide scope for
creative expression and analysis.

From the large volume of literary sources used and the explanation in the main text, it
is clear that the author knows the current state of the problems of information security and
confidentiality of health facilities around the world and in Bulgaria. On this basis, he correctly
defined the aim and tasks in the dissertation work. Consistently and substantiately, the PhD
student also proves his main research hypothesis - that threats and information security
requirements in healthcare facilities are constantly increasing, which requires measures (o
maintain a high level of security and data protection and the services provided and to ensure
the continuity of the processes underway therein.

A range of research approaches and methods has been used in the development of the
dissertation. such as the systematic approach, the comparative method. the methods of
analysis and synthesis, the method of architectural and functional modelling of systems, and
cvaluation through online tools. PhD student Vasilev demonstrates the skills for
systematizing, analysing and summarizing a huge volume of theoretical material and for
appropriate presentation of processed empirical data for the purposes of his research. The
style used in thesis is scientifically sound and meets the requirements for the development of
such scientific material.

The dissertation is in standard volume and the sources used are quoted and described
correctly. The structuring and content of the study are logically properly built. methodically
supported and supported by the application of appropriate analytical tools and means of
expression.

The proposed executive summary fully and accurately reflects the content of the
dissertation itself, meets the requirements for the development of such a genus of scientific

research and contains all the required elements.

I11. Scientific and scientific-applied contributions of the dissertation.

PhD student Vasilev's dissertation has conclusive evidence of scientific and applied
results presented as solutions to the problems studied. The main contributions of his study can
be outlined in the following guidelines:

First. Enriching existing knowledge on the problems and the legal and
organizational, technological and economic aspects of information security in healthcare

facilities.



Second. Research and analysis of the current state of information security of the
General Hospital for active treatment in Bulgaria and outlining the prospects for its
improvement.

Third. Offering a conceptual model for information security of a General Hospital

for active treatment, tailored to the Bulgarian conditions.

IV. Questions on the dissertation.

After careful familiarisation with the dissertation work, the following questions and
remarks arise:

1. In the 2020 HIMMS study cited (p. 56), respondents' future concerns about
ransomware attacks on health information systems were ranked as the second most important
threat. A testament to the importance of this risk are the number of cases of disruption of
national and hospital 1T systems in Ireland, France, Germany, the UK, etc. countries in last
years. Are there studies on the ‘cost’ of such paralysing victims' networks and the ransoms
received to unlock access to their compromised data?

2. How the conceptual information security model of a General Hospital for active
treatment offered by the author covers the information security regulation policies, standards
and procedures described in paragraph 2.1. of the thesis?

3. What the proposed conceptual model would look like, tailored to the specific

features of another type of medical institution?

V. Summarized evaluation of the dissertation and conclusion.

The dissertation work presented is of a complete appearance and contains the
contributions reflected in three strands of this opinion. The author shows indisputable ways
that he can formulate scientific goals, conduct research and know the existing practice on the
dissertation problem. The dissertation is original in nature and is an up-to-date scientific and
applied study in the field of information security and confidentiality of healthcare facilities.

On the basis of the above, I recommend to the scientific jury to award Vladislav
Vladimirov Vasilev the educational and scientific degree "Doctor" in the scientific specialty

"Application of computing equipment in economics’.

Date: 11.06.2021 Prepared by: .
(Assoc. Prot. Natalia Marinova, PhD)



